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Update: mini Shai-Hulud breitet sich weiter aus
Supply Chain Angriff auf SAP
CAP durch bosartige npm-
Pakete

05.05.2026 Aktualisiert am 15.05.2026 - Von Melanie Staudacher - &4 min Lesedauer

3(‘" heise Online heise+ entdecken

B heise+  Newsticker Security IT&Tech Developer Kl Entertainment W

heise online » Security > Bosartige npm-Pakete: SAP-Software kompromittiert

Bosartige npm-Pakete: SAP-Software
kompromittiert

Mehrere npm-Pakete von SAP waren einer Supply-Chain-Attacke ausgesetzt.
Dahinter steckt die Hackergruppe TeamPCP, sagen Sicherheitsforscher.

MICROSOFT SENTINEL BLOG 4 MIN READ

The Worm in the Supply Chain: How Defender for Endpoint
and Sentinel for SAP BTP Caught Shai-Hulud
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CEC-SCC-CDM-BO-... 3733084

BC-EIM-ESH 3724838

EPM-BPC-NW-SQE 3719353

FS-QUO 3698553

BC-PIN-PCD 3714585
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[CVE-2026-34263] Missing
authentication check in SAP
Commerce Cloud configuration

[CVE-2026-34260] SQL injection
vulnerahility in SAP SI4HANA (SAP
Enterprise Search for ABAP)

[CVE-2026-27681] SQL Injection
vulnerability in SAP Business
Planning and Consolidation and
SAP Business Warehouse

[CVE-2018-17571 ] Code Injection
vulnerahility in SAP Quotation
Management Insurance application
(FS-QUO)

[ CVE-2026-27685] Insecure
Deserialization in SAP NetWeaver
Enterprise Portal Administration
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SIT Dortmund 2026

SAP im Visier. Wir haben die Hebel.

Angreifer sind schneller als unsere Patch-Zyklen — SAP ist l[angst Ziel, nicht Beifang.
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SAP HOT NEWS 2026 (JAN-MAI) ANGRIFFSFENSTER SCHRUMPFT REALER GESCHAFTSSCHADEN ‘ BSI-LAGEBERICHT 2025
A (<] ¥ DE
1 1 CVEs 1 +83 % YoY <24Std. 2,1 Mrd. $ 1 1 9/Tag
mit CVSS > 9,0 — Spitzenwert 9,9 in bis Kl-gestltzte Exploits live sind. ,Mini Quartalsverlust eines globalen Fertigers — neue Schwachstellen pro Tag in DE (+24 %
S/4AHANA Finance. Nach drei Jahren Shai-Hulud" stahl SAP-npm-Credentials, ein SAP-Ransomware-Vorfall, sechs YoY). 950 Ransomware-Falle — 80 % treffen
Rickgang dreht der Trend. bevor irgendein Patch-Zyklus griff. Wochen Produktionsstillstand. den Mittelstand.

\_ SAP SECURITY NOTES - EXPORT 28.05.2026 ] U THE HACKER NEWS - ONAPSIS ) ONAPSIS EXECUTIVE THREAT OVERVIEW 2026 PN BSI - DIE LAGE DER IT-SICHERHEIT )
( N\ N\ N )
GLOBALE BEDROHUNGSLAGE . BITKOM WIRTSCHAFTSSCHUTZ 2025 I I DER MFA-SCHILD . BSI - KRITIS-REIFE m

5 2 % 2 O 2 Mrd. € % %
aller Angriffe weltweit sind Erpressung & jahrl Schaden Cyberattacken (70 % von 289 der Identitatsangriffe stoppt phishing- der KRITIS-Betreiber haben ein ISMS. Aber die
Ransomware. Deutschland: Nr. 2 in Europa, Mrd. €). 65 % flrchten um Existenz — nur resistente MFA. Die giinstigste Kontrolle, die Lucken liegen dort, wo es zahlt: Business
Identitatsangriffe +32 %. jedes 2te Unternehmen fiihlt sich vorbereitet. jede SAP-Landschaft heute aktivieren kann. Continuity und Angriffserkennung.

\_ MICROSOFT DIGITAL DEFENSE REPORT 2025 ) BITKOM WIRTSCHAFTSSCHUTZ 2025 ] MDDR 2025 - ENISA THREAT LANDSCAPE 2025 ) U BSI-LAGEBERICHT 2025 )

Angreifer brauchen Zeit. Verteidiger brauchen Sicht.
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[im] SAP Phishing Email Hist Cic % | () Phishing Emails for SAP 3 mpankraz

Jsers\attacker> podman start my-evilginx-container

Community Edition

facademy .breakdev.org/evilginx-mastery (learn how to create phishlet

Human Resources
SAP Payroll Management System

Dear Team Member,

What you need to do:
[ Mew inPrivate tab

All done for the day i S S o O Q. Search or enter web address {3 = InPrivate "
) Import favorites sap-hacker-in-a-day... ' SAP Fiori
' h with Mi f 9)
Update roll Informati
ey on What InPrivate browsing does X What InPrivate browsing doesn't do
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Threats can be embedded in the new GenAl attack surfaces
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User prompt External content Extensions User prompt External Content Extensions
(web, grounding data) (web, grounding data)




Attackers think in graphs

Email and collab Endpoints Identities Apps and clouds Data and workloads

SAP



Graph-powered security enables enterprise-wide
visibility
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Unified threat detection and faster
response
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Public SAPwned red team exercise materials

Github repos Blog post



Microsoft Defender O Search Q &L i ? Suraj Malk @ava

User account compromise ident

known attack pattern

= ID 57083: User account compromise identified from a known attack pattern (attack disruption) @ Copilot 2 Manage incident g, Tasks
2 mmm High ® Active Defender Experts alse a Last update time: Apr 16, 2 7:29 AM DONOTTOUCH DONOTTQ

Microsoft Sentinel for SAP flagged a sensitive transaction use. SM49
allows OS level command execution.

This is the business-risk moment: the attacker is not just on the host,

W Attack story 2) amended actions (20) Summary  Similar  they are inside SAP activity that matters.
—— Select the SAP BTP - Malware detected in Business Apps Studio
2 Filters:  Severity: Any X dev space alert.
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SAP Cyber Defense live click demo | Microsoft Learn

About Microsoft Sentinel content and solutions | Microsoft Learn

O
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Microsoft Sentinel for SAP RISE solution | Microsoft Learn
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Microsoft Sentinel Solution for SAP BTP | Microsoft Learn
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Use Sentinel for SAP LogServ Add-on for full coverage | Official SAP Blog
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Microsoft Security Community playlist | YouTube

SAP with Microsoft Cloud Channel | YouTube
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Aviators Germany | Microsoft Intgeration Community




= Microsoft Azure

edit 3 open [H]
Identity Management Custom App Audit Coverage

BTP Audit Coverage

Tt identifies n BTP applicati that h: ins but no

Time Range: Last hour

Custom app audit coverage

Application T,  XSUAA App Name Subaccount Ty

ealapp-security-cap sapsit

Tenant

s may be missing a

44219567

Audit Status

A Unaudited

source Check service health for this

nnotations, creating security blin

First Login

Ty

Last Login

L ) B 0 & mapankra@microsoft.c... 86
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Audit coverage score

0 /1 apps audited (0.
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